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Shades  of  Things  to  Come?  Apple  Patents  Technology  to  
Remotely  Disable  iPhone  Cameras 
 
 
In June 2016, Apple received a patent covering “systems and methods for receiving infrared 
data with a camera designed to detect images based on visible light.”2 The patent document 
detailed two scenarios for which this technology could be used: to receive and “display 
information to a user relating to an object near the user” [for example, to send information 
about a painting or an exhibit/artifact to the user’s phone], or, in areas where “picture or 
video capture is prohibited” [such as at a concert or play], the “emitter can generate infrared 
signals with encoded data that…disable[s] the recording function of the device.”3  It is this 
latter function that has garnered the most attention, making the awarding of a patent 
something that suddenly seems relevant to discussions about writing and researching, about 
teaching and learning, and about accessing information and disseminating knowledge. 
 
 The “use” scenarios provided in the patent document illustrate beautifully the 
paradox of the newly patented technology: that it can be used to mass-disable phone 
cameras as well as to mass-distribute (useful) information to those same phones. Prima facie, 
the idea for a mass-disabling technology makes sense; as Danny Yadron (The Guardian) 
observes:  “Apple’s wildly popular phone has become a nuisance at plays, concerts, 
museums, [restaurants] and places of worship as owners now feel they need to use them to 
document just about anything. Who wants their flagship product to be the enabler of the 
annoying…?”  But the larger questions about the use of the technology are really more about 
access and control; that is, “if Apple creates a way for third parties [like venues] to control 
when certain iPhone features work, [then] how will Apple control who has access to that 
technology [and for what purpose?]” (Ibid). 
 
 Apple has yet to make any statement about the patent, leading to much speculation 
about “whether this is merely a defensive patent or whether Apple is actively planning to 
deploy it in their services;” neither did they respond “to a request for comment on what 
steps it was planning to take to ensure [that the technology] could not be used to block legal 
activities like the legal recording of police [or protest] activity” (Leetaru). In the absence of 
such statements, there is instead the presence of a poignant irony: that a company who so 
fiercely defended user privacy in the San Bernardino case4 would, in the very same year, end 

																																																								
2 This is the title of the invention noted on the patent document (USPTO, Patent number 
9380225); this patent was a continuation of a patent application first filed in December of 
2009 (Patent Number 8848059). 
http://patft.uspto.gov/netacgi/nph-
Parser?Sect1=PTO1&Sect2=HITOFF&d=PALL&p=1&u=%2Fnetahtml%2FPTO%2Fsrc
hnum.htm&r=1&f=G&l=50&s1=9380225.PN.&OS=PN/9380225&RS=PN/9380225 
3 From the “Summary of the Invention” section of the Patent (9380225). 
4 In February 2016, the FBI asked Apple to help them unlock the iPhone of Syed Rizwan 
Farook, one of the shooters in the December 2015 attacks on the Inland Regional Center in 
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up patenting a system that would so dramatically strip users of their agency (Ibid).  Tim 
Cook (CEO of Apple) did make a statement in the former case, indicating in a “Message to 
Our Customers” that what the U.S. government was asking (when they asked Apple to help 
them unlock the phone of one of the San Bernardino shooters) was an “overreach,” 
asserting that 
 

[t]he implications of the government’s demands are chilling. If the 
government can use the All Writs Act to make it easier to unlock your 
iPhone, it would have the power to reach into anyone’s device to capture their data. 
The government could extend this breach of privacy and demand that Apple 
build surveillance software to intercept your messages, access your health 
records or financial data, track your location, or even access your phone’s 
microphone or camera without your knowledge. (Cook, emphasis added). 

 
The parallels between the concerns Tim Cook expresses in this message and those expressed 
by writers investigating the new Apple patent are salient ones: the infrared signals have “the 
power to reach into anyone’s [Apple] device” and to “access your phone’s camera.”   If this 
power is limited to preventing concertgoers from live streaming Adele concerts or 
aggravating Benedict Cumberbatch while he is trying to play Hamlet5 (and thus preventing 
copyright violations), then the concern might be much ado about nothing. But, like the fear 
expressed by Tim Cook about the implications of circumventing the encryption on an 
iPhone, the concerns about the Apple patent center on the “extension” of such power: 
 

Once it becomes possible to remotely deactivate all cell phone cameras in an 
area, it is not a stretch to imagine governments and police forces leveraging 
the technology. Today social movements like Black Lives Matter use social 
media to broadcast police interactions and live stream their protests. If 
Apple’s technology becomes mainstream, one could imagine police forces 
equipping every officer and squad car with the device set to block all citizen 
recording of police activity. One could imagine repressive governments 
prepositioning the devices to blanket every public square and major roadway 
across the nation and activating the network during times of public unrest to 
instantly silence the iconic citizen imagery that has come to define modern 
uprisings…if the government just has to point a transmitter at a public 
square to instantly cut off all social media use or all mobile data use in the 

																																																								
San Bernardino, California. When Apple refused, the FBI sought and received a court order, 
mandating Apple to comply. Apple continued to fight the order, with Tim Cook (Apple’s 
CEO) issuing an online “Message to Customers,” in which he indicates that Apple “opposes 
the order [because it] has implications far beyond the legal case at hand” and that “this 
moment calls for public discussion…to understand what is at stake.”  Ultimately, the FBI 
received help from a third-party to open the phone. 
5 These incidents are reported in a snopes.com article (2016) in which it is reported that 
“Artists like Adele, Jack White and Zooey Deschanel have publicly expressed frustration 
with the throng of phones at concerts. Meanwhile Benedict Cumberbatch broke character 
during a performance of Hamlet to tell audience members in London to stop recording him 
with their phones [this moment was, of course, recorded].” Source is noted in works cited. 
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area, it is hard to envision that technology not becoming widely deployed. 
(Leetaru) 

 
Jessica Goldstein, Culture Editor at thinkprogress.org, reiterates this concern noting that 
“the most important issue isn’t about what, theoretically, this technology could be used for 
now, [i]t’s how this technology could be abused going forward.” For example, “are we really 
game to sacrifice civil liberties on the altar of a less annoying experience at the theater?”  
(Ibid)  Do we really want to accept that an Apple patent might preemptively decide what we 
can do on (and share with) our phones?   
 
 So far, there is no indication that the camera blocking technology will be 
implemented in upcoming iPhone models. What the recent “leaks” about the new iPhone 8 
have revealed is that there will likely be significant updates to the camera feature, specifically 
the incorporation of a “3D sensing, front-facing camera” that will be able to “capture a 3D 
image of the user, which will have multiple uses, including biometric security and AR 
gaming” (McGregor).  Additionally, the “mac rumor” is that this 3D capability will “replace 
TouchID with facial recognition capability,” ostensibly for greater security, but that this 
capability is likely to be “opened to developers, who could use it to do ‘everything from 
determining your shoe size for online orders to helping make sure you are properly fitted on 
your bike’” (Rossignol). 
 
 Whether or not Apple’s patent ever materializes, the 3D capability of their new 
cameras is likely to cause both concern and delight (and for similar reasons). Are these 
concerns merely “unfounded hysteria” or the “dark glimmers of [a] dystopia to come?” 
(Leetaru)   The only thing that is certain is the reality that what lies ahead is not as easily seen 
as what remains behind. Perhaps the choice was already articulated for us, decades ago, in a 
dystopian novel about the future:  The choice for mankind lies between freedom and happiness and for 
the great bulk of mankind, happiness is better. (George Orwell, 1984) 
 
 

Works  Cited 
 
Cook, Tim. (2016). “A Message to Our Customers.”  Web.  
 http://www.apple.com/customer-letter/ 
Goldstein, Jessica. (2016). “Hold the Phone: Should Apple Be Able to Block iPhones from  
 Recording at Concerts?”  ThinkProgress. Web. https://thinkprogress.org/hold-the-
 phone-should-apple-be-able-to-block-iphones-from-recording-at-concerts-
 3fcd86e4b763#.e5p4nqz9l 
Leetaru, Kalev. (2016). “Why Apple’s Patent To Disable Your Phone’s Camera Is So 1984.”   
 Forbes. Web. https://www.forbes.com/sites/kalevleetaru/2016/07/31/why-apples-
 patent-to-disable-your-phones-camera-is-so-1984/#63027eed492b 
McGregor, Jay. (2017). “New iPhone 8 Camera Leak Gives Apple the Edge.”  Forbes. Web.  
 https://www.forbes.com/sites/jaymcgregor/2017/02/21/new-iphone-8-camera-
 leak-gives-apple-the-edge/#177857d1accb 
Rossignol, Joe. (2017). “iPhone 8 Expected to Have 3D Facial Recognition Instead of Touch  
 ID.”  MacRumors. Web. https://www.macrumors.com/2017/02/16/iphone-3d-laser-
 scanner-facial-recognition/ 



	 51	

 
Snopes staff. (2016). “Apple to Block iPhone Cameras at Concerts?”  Snopes.com. Web.  
 http://www.snopes.com/2016/06/30/apple-to-block-iphone-cameras-at-concerts/ 
Yadron, Danny. (2016). “Apple gets patent for remotely disabling iPhone cameras, raising  
 censorship fears. The Guardian. Web. 
 https://www.theguardian.com/technology/2016/jun/30/apple-iphone-camera-
 disable-remote-sensors-patent 
  


